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Introduction

This enrollment guide provides step-by-step instructions for obtaining a digital ID
certificate using the CDC Secure Data Network (SDN) and for enrolling in a CDC
program. This guide is for enrollments using Netscape Navigator and Internet Explorer
only.

You will use the following procedures in this order:

1. Verify your system requirements and administrative rights.

2. Access the Secure Data Network and accept the subscriber agreement.
3. Apply for a CDC digital ID certificate and enroll in a CDC program.

4. Create, safely store, and then enter your challenge phrase.

5. Check your e-mail.

6. Download your digital ID certificate.

7. Install your digital ID certificate.

8. Make a copy of your digital ID certificate

9. Optionally, restore or move your digital ID certificate
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Getting Started

Before you contact the program administrator to apply for a digital certificate, make sure
you have administrative rights for your PC and you have the following system
requirements:

System Requirements
Make sure you have the following system requirements:

v Intel-based system with a 486 CPU or greater

v Windows 98, Windows NT 4.0 or greater

v Internet connectivity

v Internet Explorer 5.x, Netscape Communicator 6.x, or greater
v Browser cipher strength - 128 bit or greater

Administrative Rights

You must have administrative rights on your PC before you can apply for a digital ID
certificate. To determine if you have administrative rights do the following steps or ask
your IT support to verify them for you. These steps may vary depending on the type of
system you have.

For Windows XP/ 2000/ NT

1. Click Start > Control Panel > Administrative Tools > Computer Management.
The Computer Management dialog opens.

2. Expand Local Users and Groups and then select Groups. A list of Groups
appears in the panel on the right.

3. Open the Administrators Group. The Administrators Properties dialog opens.

4. Select the General tab and then verify your user ID appears in the Members
panel.

5. If your user ID does not appear, contact your IT Support to give you privileges.
For CDC users, contact IT Support at http://itsupport/oaa/login.jsp

For Windows 98

If you are using Windows 98, you automatically have administrative privileges and you
do not need to check for them.
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To Access the Secure Data Network and Accept Subscriber Agreement

1.

After you have verified that you have administrator rights on your PC and your
PC meets the requirements listed above, contact your program administrator or
CDC SDN Support at (800) 532-9929 option 1 (If you are outside Atlanta call
(770) 216-1276) to get the password to access the SDN enrollment site. Store
your password in a secure place.

We recommend you write your password on a piece of paper and put it in your
wallet or a locked desk drawer, or create a MS Word or Notepad file on your
computer to store them. You will create and use several passwords during the
enrollment process and afterward. Please keep track of them. If you lose or
forget your password, you may have to restart the process from the beginning.

After you have the password and Go to https://ca.cdc.gov . The Centers for
Disease Control and Prevention — Digital ID Enrollment page appears.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |

Accept |
P

In the Password field, type the password, which was given to you by your
program administrator or SDN Support representative, and then click Accept.
Information about system requirements and digital ID certificates appears.
Remember that passwords are case-sensitive.

Scroll to the bottom of the page to the Digital ID Subscriber Agreement
heading, go to the second paragraph which reads:

“Complete terms for the VeriSign CPS and Digital ID Subscriber Agreement
can be found here.”

Click on the here link under the Digital ID Subscriber Agreement heading on
the web site. The Verisign Products and Services page appears.

Under the Digital ID Practices heading, click on Subscriber Agreements, then
under the Managed PKI Subscriber Agreements heading, click on Digital ID
Subscriber Agreement.
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7. Read the Client ID Subscriber agreement and then click the Back button on
your browser three times to go back to the CDC Digital ID Enrollment page.

&) VeriSign Inc. - www.verisign.com - Microsoft Internet Explor,

Fle Edt View Favarites Tools Help

.0 ¥ B @

Back Skop Refresh Haome

P

Search | Fy

Address !éj hitkp: ] e, werisign, comjrepository subscriber [SUBAGR. html

8. Click the Enroll button. The enroliment form appears.

9. Follow the steps in the following procedure “To Apply for a CDC Digital ID
Certificate.”
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To Apply for a CDC Digital ID Certificate

Digital ID certificates ensure that you and the CDC are communicating privately and
securely. They are also expensive and are paid for by your federal tax dollars. You will
need to create and use several passwords during this process. Please create a Notepad
or MS Word file to store them or write them on a piece of paper and put them in your
wallet or locked desk drawer.

2.

Step 1: Enter Personal Information

[tems with (*} are required

Prefix l— Preferred Name ,7
* First Name | Middle Name |
*LastNama [ pegres [
* Email Address ,7
* Employer l—
* Employer Type [Cther
* Jub Type [Cther
Phone [ ax
Work Address Lﬁ * U.5. State [Eok 3 Srate
{130 characters {required for US)
lllllllllllll ) -
, ;,-I 1.5, County
Pick 4 County =
ow [ *zipcode [
* Country [United States =l
* Alternate Contact :
* Name * Phone

[Chewt ]

On the first page of the enroliment form, enter as much information as possible
and then click the Next button. All fields with a red asterisk must be complete.
Make sure you enter your work e-mail address, not your personal e-mail
address. The information you need to install your digital certificate will be sent to
the e-mail address you indicate.

A pop-up message appears. Verify your e-mail address listed in the message is
correct and then click OK. If your e-mail address in incorrect, click Cancel,
change your e-mail address, then click Next. The Select a Program page
appears:
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Step 2: Select A Program

Select the program whose activities you want to join.

Laboratory Response Neturork
MIRIAD v

Step 3: Select Activities

Select one or more Epidemic Information Exchange (Epi-X) activities from the list.

Contributor -~
Editor

EIS Activities

EPL-x Forur

EPO Activities

Next

3. From the first list box, select ONE program in which you want to enroll and in the
second list box, select one or more activities for the program you chose and then
click Next. Later, after you have received your digital certificate, you can enroll in
more activities.

4. Follow the steps in the procedures “To Create and Safely Store Your
Challenge Phrase” and “To Enter Your Challenge Phrase.”

To Create and Safely Store Your Challenge Phrase

For security, you will create a challenge phrase that you will use every time you access
SDN. (This challenge phrase is different from the password you used to log on to the
SDN enrollment site). You will use this challenge phrase along with your Digital ID to
authenticate yourself as an SDN user.

To make sure you remember your challenge phrase, we recommend you store your
challenge phrase in a safe place. Open MS Word or Notepad and create a file — type the
challenge phrase and then save the file or write the challenge phrase on a piece of
paper and put it in a secure place such as your wallet or a locked desk drawer. Make
sure you write down which letters are upper case and which are lower case. The
challenge phrase is case sensitive.

Use the following guidelines to create your challenge phrase:

= Be at least eight characters long.
= Contain only English letters and numbers.

. Do NOT use the plus (+) symbol. If you use the plus (+) symbol, the challenge
phrase will accept the challenge phrase but the challenge phrase will not let
you access the software.

= Cannot contain any part of your name or e-mail address.

= Cannot spell a word unless the word has three or more numbers or symbols
before or after the word or the word has numbers or symbols within the word.

= Cannot contain more than two consecutive characters.
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Contain at least four different numbers or letters.

Challenge phrases are case-sensitive. Note the letters that are upper and lower
case.

To Enter Your Challenge Phrase

1.

2.

In the Challenge Phrase field, type your challenge phrase.

In the Confirm field, type your challenge phrase exactly the same way you typed
it in the Challenge Phrase field.

BEFORE you click the Next button, open MS Word or Notepad and create a file.
Make a note of the letters that are upper and lowercase. Type the challenge
phrase and then save the file. If you do not want to create a file, write down the
challenge phrase, note the letters that are upper or lower case, and then safely
store the note in a locked drawer or your wallet.

Click Next. The Digital Certificate Request Received message appears.
Within 12-72 hours, you will receive an e-mail with more instructions. Check your
e-mail daily. If you do not receive an e-mail within 72 hours, contact your
program administrator or CDC SDN Support at (800) 532-9929 option 1. If you
are outside Atlanta, GA call (770) 216-1276.

Follow the steps in the procedure “Check your E-mail.”

Check your E-mail

1.

You will receive an e-mail from CDC SDN Enrollment. The subject line will read
SDN Enrollment Approved and the body of the message will look similar to the
following:

The administrator has approved your SDN enrollment request. Go to
the following URL to obtain your digital certificate:

https://ca.cdc.gov/sdncode/sdnapp/serviet/CertServiet?usertoken=4
b43b5c3418b0fd5bTb6ced146d1a820
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2. Before you open the link on the web site, open the MS Word or Notepad file you
created (or open the note you wrote to yourself and stored in a locked drawer or
your wallet).

3. Click on the link on the web site (not the link in this document). The Digital ID
Enrollment page appears.

4. Type your challenge phrase (remember that the letters are case sensitive) and
then click Login. The Confirm Personal Information page appears.

5. Verify your information and do one of the following:

= If your information is correct, click Confirm. The Download Digital ID page
appears.

= If you need to change your information, click Update, make changes and
then click Submit. Your request will be reviewed and you will receive
another e-mail within 12-72 hours with further instructions.

6. Read “Downloading Your Digital ID Certificate” and then follow the steps in

the procedure “To Download Your Digital ID using Netscape” or “To
Download Your Digital ID using Internet Explorer”.
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Downloading and Installing Your Digital ID Certificate

The procedures for downloading and installing your digital ID certificate depend on the
type of browser you use. If you use Internet Explorer to access the Internet, follow the
steps in “To Download and Install Your Digital ID Certificate Using Internet
Explorer”. If you use Netscape to access the Internet, follow the steps in “To Download
Your Digital ID Certificate Using Netscape Navigator”.

To Download and Install Your Digital ID Certificate Using Internet Explorer

After you have confirmed the information is correct in the personal information page, the
Download Digital ID page appears. To download your digital ID onto your local
machine, do the following:

Download Digital ID

Please note the following requirements must be met to install a certificate on your machine.
If vou cannot meet any of these requirements, you should not proceed with the certificate
installation.

1. The current user must have local administrative privileges on this machine.
2. The verisign Import Contral must be installed {you will be prompted if not present).

The certificate installation may take several seconds to complete. You must not click vour
browser's StopfReload /Back button during the installation process

Download

1. From the Download Digital ID page, click the Download button. A message
appears which asks you to wait. Afterward you will receive a message, which
asks you to wait. Do nothing.

2. You will receive a Security Warning message that looks similar to the following.
Click Yes.

]|

Do you want to install and un *YeriSian Import Control"!
signed on 2/22/2002 7:08 PM and distributed by:

WeriSign, Inc.

Publisher suthenticity verfied by VeriSign Commercial
Software Publishers C4

Caution: YeriSign, Inc, asserts that this cantent i safe.
“Pou should only install/view this content if you trust
VeriSign, Ino. to maks that assettion

[ Always trust content from VesiSign, Inc.

[ wes ][ Mo ][ Moelnio
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3. You will receive the following message, which indicates your digital ID certificate
was successfully downloaded and installed:

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital 1D Infermation.

Serial Nurnber = 233680bfeh16458a7fd9ca3e858d 175

4. Follow the steps in the procedure “Making a Copy of Your Digital ID
Certificate”.
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To Download Your Digital ID Certificate Using Netscape Navigator

1. After you have confirmed the information is correct in the personal information

page, the Download Digital ID page appears. To download your digital ID onto
your local machine, do the following:

Download Digital ID

Please note the following requirements must be met to install a certificate on your machine.
If you cannot meet any of these requirements, you should not proceed with the certificate
installation,

1. The current user must have local administrative privileges on this machine.
2. TheVersign Import Control must be installed {(you will be prompted if not present).

The certificate installation may take several seconds to complete. You must not click your
browset's StopfReload/Back button during the installation process

Download

2. From the Download Digital ID page, click the Download button. A message

appears which asks you to wait. Afterward you will receive a message similar to
the following:

Your Digital ID has been created and is ready to be installed.
Next step...

Install the Encryption Digital ID

sLocated in this directory:
-lpaey

+In the file named:
MIZ_JAXSONte=t_1077734735 pl2

Download F12 File

*The passwaord is:
SJTDEVNSPD JHYRRO

W ARMING

The digital certificate cannot be loaded automatically into Metscape, and requires that you download the
certificate file and install it into your browser, The password provided above will allow you to perform the
certificate installation, and should be provided when prampted, If you lose this password, vou rmust
contack COC SDN Support,

3. Read the message carefully. The message tells you in what directory it will load

your digital ID, the name of the file the digital ID is called and most importantly,
the password you will need to install it.

4. We recommend you copy and paste the entire Install the Encryption Digital ID
message into the body of the Notepad or MS Word file you created for your
passwords or carefully write down the information. The password is lengthy —

please double-check it after you write it down. Remember that the password is
case sensitive.
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5. After you have copied and pasted the information into a file or you have written

down the information, click the Download P12 File button. A message similar to
the following appears:

Downloading MIZ_JAXSONtest 1077734745.p12 El
‘fou have chosen to download a file of bype: application)x-msdownload from
https:fica cde govisdncodefsdnappiserviet) 'ﬁ

What should Netscape do with this file?

O Open using an application

(=) Save this file to disk
Always ask before opening this bype of file

6. Make sure the Save this file to disk option is selected and the Always ask
before opening this type of file check box is selected, then click OK. The Enter
name of file to save to dialog appears which looks similar to the following.

Enter name of file to save to...

Save in ‘_}Netscape j &= B B
LY ) Metscape
y Recent
Documents
€,
Desktop
My Documents
=
1
58
My Computer
’
My Netwark — File name: |MIZ,JA><SDNlesU 077734745, p12 j Save
Flaces
Save as lype [=p12 ~| Cancel

7. Click Save. You have downloaded the certificate onto your computer. Next,
change your Netscape Master Password and then install the certificate using the

following procedures “To Change Your Netscape Master Password and Install
Your Digital ID Certificate.”
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To Change Your Netscape Master Password and Install Your Digital ID Certificate
Using Netscape

Before you install your digital ID certificate, you need to change your Netscape master
password. This password is NOT any of the ones we’ve mentioned earlier. However, to
simplify the process, we recommend you change your master password to be exactly
the same as your challenge phrase, which you created earlier. See To Create and
Safely Store Your Challenge Phrase.

After you have confirmed the information is correct in the personal information page, the
Download Digital ID page appears. To change your Netscape master password and
install your digital ID do the following:

1. From your Netscape browser menu bar, go to the Edit menu and then select
Preferences. The Preferences dialog appears which looks similar to the

Preferences |
CHEEERT | Mavigator ‘
b Appearance

~ When Mavigator starts up, display Defaul Erowser
Histary
Blank page Set Netscape as your default
Languages o] C=Z browser.
Helper Applications @ Home page
Set Default Browssr
Smart Browsing (O Last page visited
Internet Search
Tabhed Browsing - Home Page
Dovnloads Clicking the Home buton takes you to thi F
o cking e‘ jome button takes you b this page or group of pages.
1 Mail & Newsgroups Location: |http:{fhome. nekscaps bookmarki7_0fhome. hml |
b Insrk Messanger (e cumire] | | (Shasserien ]
b1cg
b Privacy & Security - Select the buttons you wart to see inthe toobars ———————————————
b Advanced
Offine & Disk Space Bookmarks Search My Netscape: Mail
O 6o Print O shop Radio
Home: Toolbar Search Om

iy Sidebar

2. Expand the Privacy and Security menu in the Category panel by clicking on it,
and then select the Master Passwords option. The Master Passwords panel
opens on the right side of the Preferences dialog and looks similar to the

following:
Preferences g]
Category | Master ds |
Helper Applicati... ||
“Smart Browsing - Change Master Passmord

Internet Search Your master password protects sensitive information such as web passwords
Tabbed Browsing and certificates.

-Downloads -
Change Password., .
[» Compaser

[» Mail & Newsgroups
[ Instant Messenger

[~ Master Password Timeout

b Icq Metscape will ask for your master passward:
Privacy & Sscurity (=) The first time it is nesded

Cookies () Every time it is needed

Images

g IF It has not been used for minutes or longer
—— o

Forms ~ Reset Master Password

‘Passwords

1F you reset your master password, al of your stored Web and e-mail
passwords, Form data, personal certificates, and private keys will be lost,

Certificates Reset Password
Nalidation
[ Advanced
Offline & Disk Space

il
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3. Make sure the The first time it is needed option is selected, click the Change
Password button and then click OK. The Change Master Password dialog
appears and looks similar to the following:

Change Master Password ﬂ
Security Device: Software Security Device ﬂ

Current password: l:l
Mew password (again): l:l

" Password quality meter

[ O ] [ Cancel ] [ Help ]

4. Inthe New password field, type your new password and then type it again in the
New password (again) field. We recommend you use the challenge phrase you
created earlier when you completed the To Create and Safely Store Your
Challenge Phrase section.

5. Click OK.

6. Inthe Category panel on the left side of the Preferences dialog, select
Certificates. The Certificates panel opens on the right side of the Preferences
dialog and looks similar to the following:

Preferences El
(Sl | Certificates |
-Helper Applicati,,, |4
~Smart Browsing [~ Cliznk Certificate Selection

e Seach Decide how Metscape selects a security certificate to present to web sites

~Tabbed Brawsing that requirs one:

~Downloads ] | O select Automaticaly (@ Ask Every Time
I Composer
b Mail & ewsgroups ~ Manage Certficates

Instant Messenger
b 5 Use the Certificate Manager to manage your psrsonal certificates, as well as

13 (<=} thase of other people and certificate autharities.
=Privacy & Security
-Images
Popup Window .., || [ Manage Security Devices
-Forms Use this button to manage your security devices, such as smart cards,

Master Passwo...

SSL

e
yal
b Advanced L

Offiine & Disk Space_|=]

7. Make sure the Ask Every Time option is selected and then click the Manage
Certificates button. The Certificate Manager dialog appears and looks similar
to the following:
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) Certificate Manager,

‘Your Certificates | Sther People's | Web Sites | Autharities

*fou have certificates from these organizations that identify you:

Certificate Name | Security De... | Y. | ‘ Serial Number | Expires On ‘E
FCDC

".Michele Bowman-Tekinski  Software Sec... trug ... 4E:7Fi50ECH.. 4fzf2004

[ View ] l Backup ] [Backup AI\] l Impart ] [ Delete ]

8. Click the Import button. The File name to restore dialog appears and looks
similar to the following:

File Name to Restore @
Laok in: |_} Metscape j & E-
L\:ﬂ [C)Metscape
My Recent -
Documents

Type: Personal Information Exchange

?l—% Date Maodified: 2/25/2004 2:22 PM

Size: 5.00 KB

Desktop

My Documents

My Computer
w ]
My Hetwork File name: |Miz_saxsOMIes 1077734746 p12 =l Open |
Places
Files of type: |FKE‘31 2 Files j Cancel

9. Select the file containing the certificate and then click Open. A prompt appears
which asks you to enter the master password for the Software Security Device,
which looks similar to the following. (This is the same password you just used in
step 4 of this procedure.)

' Flease enter the master password For the Software Security Device,

10. Type the password (the same password you created in step 4 of this procedure)
and then click OK. The Password Entry Dialog appears which asks for the
password you used to encrypt this certificate backup. It looks similar to the
following:
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Password Entry Dialog

Please enter the password that was used to encrypt this
certificate backup.

[ oF ][ Cancel ][ Help ]

11. Open the MS Word or Notepad file you created for your passwords or open the
note you wrote containing the passwords and then carefully type the password
into the Password field and then click OK. Remember that the password is case
sensitive. You will receive the following Alert:

[‘ Successfully restored your security certificate(s) and private keyis).
o >

12. Click OK. The Certificate Manager dialog displays your certificate. It will look
similar to the following:

) Certificate Manager,

‘our Certificates | Other People's | Web Sites | Authorities

You have certificates from these organizations that identify you:

Certificake Mame | Security Device | Werified | ‘ Setial ... ‘ Expires On ‘E!
=C0C

LMIZ JAXSOMEest  Software Security Device  brue o DDidEN3... 2i24/2005

[ ) | J | | (Camport ] | l

13. Make sure the status of the certificate, under the Verified column reads true.

14. Test your digital certificate using the following procedure “To Test Your Digital
ID Certificate.”
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To Test Your Digital ID Certificate

1. Open your Netscape browser. Start > Netscape.

2. Inthe address field, type https://sdn.cdc.gov and then press Enter. The following
User Identification Request dialog appears:

User, Identification Request E|

This site has requested that you identify yourself with a certificate:
id1.cde.gov

Organization: "Centers for Dissase Contral and Prevention”

Issued Under: "R54 Data Security, Inc.”

Choose a certificate to present as identification:

[ =

¥ MIZ JaXSONEest's VeriSign Digital ID [0D:4E:39:4C:84: 2A:CF163:12:E1 SE:EF: 1 7:86:4C:4D]

Issued to:
Subject: E=aeu2@cde.gov, CH=MIZ JAZSONtest, ERR=Unknawn A4, OL=EmployeslD - 27604)
Serial Number: 0D:4E:33:4C:84: 2A:CF:63:12:E1:5E:EF: 17:46:4C:4D
Valid From 2{24/2004 19:00:00 PM ko 2/24/2005 15:53:59 PM
Purposes: Sign,Encrypt

Issued by!

K1l I [ [¥]

[ ok ) [ coneel | [ Helb |

3. Inthe second panel, your certificate is listed under the words Choose a
certificate to present as identification. If you have more than one certificate,
click the down arrow on the right side of the name of the certificate. A list of
certificates appeatrs.

4. Click on the certificate you want to test and then click OK. A prompt appears
which looks similar to the following:

' Please enter the master password For the Software Security Device,

5. Enter your Netscape master password (this is the same master password you
created in the procedure To Change your Netscape Master Password and
Install your Digital ID.)

6. You will receive a Security Warning. Click OK.
7. The Secure Data Network site appears. Enter your challenge phrase. (This is
the same challenge phrase you created in the procedure To Create and Safely

Store your Challenge Phrase). Check your MS Word or Notepad file that you
created or retrieve the note you wrote to yourself.
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Remember your challenge phrase is case sensitive. If you have numbers in your
challenge phrase, be sure that your Num Lock light on your keyboard is on
before you enter your challenge phrase.

8. After you successfully enter your challenge phrase, your SDN activities page
appears. After you make a copy of your digital ID certificate, you can use SDN to
enroll in the CDC programs.

9. Make a copy of your digital ID certificate by following the instructions in “Making
a Copy of your Digital ID Certificate” and “To Make a Copy of your Digital ID
Certificate Using Netscape.”
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Making a Copy of Your Digital ID Certificate

Digital ID certificates are expensive and you pay for them with your federal tax dollars.
To minimize the cost of replacing certificates, we strongly recommend you create a copy
of your digital ID certificate by saving it to a diskette. This procedure is also called
“backing up” or “exporting” your certificate.

The procedure to make a copy of your certificate varies depending on the type of
browser you use, Internet Explorer or Netscape. If you use Internet Explorer, follow the
steps in “To Make a Copy of Your Digital ID Certificate Using Internet Explorer.” If
you use Netscape, follow the instructions in “To Make a Copy of Your Digital ID
Certificate Using Netscape.”

To Make a Copy of Your Digital ID Certificate Using Internet Explorer

1. If you are looking at the Congratulations message, your Internet Explorer should
already be open. If not, open Internet Explorer: Click Start > All Programs >
Internet Explorer.

2. From the Tools menu, select Internet Options. The Internet Options dialog
opens and looks similar to the following:

Internet Options Px

General | Secuity | Privacy | Content | Connections | Programs | Advanced
Horme page
% Yfou can change which page to use for your home page.
Addiess: | FENETED

[ tse Cunent | [ Use Defaut | [ UseBlank

Temperary Inteinet fles
< Pages you view on the Intemet are stored in a special folder
§ for quick viewing later

[Delete Cookies...| [ Delete Fies...| [ Settings.

History

The History folder contains inks to pages vou've visited, for
quick access to recentl viewed pages.

Daystokeep pagesinhistoy: [0 2| [ Clear History

[ Colrs. ][ Fos. ] [ Lenguages.. | [Accesshily.. |

3. Select the Content tab. Your Internet Options dialog box should look like the
following:

Internet Options FIE

General | Secunty | Prvacy| Contert | Cornachora | Piograma | Advanced

Contert Advited
Platings bk pou control the Intemet content fhat can be
wiewed on s comput

(o)

Une certiicates o porively identiy yourpel, ceification
suthorties, and publivhern.

| Coow 55L Sate | [ Contbicaen... | [ Publishen |

Farsonal iforston:
S AutcComplets shides previcut antiet o —
::& ‘and naggests malches for you .

Micsopoht Profle Assistant slores your
ol riramaton Mo Lrlls

o) Cooet )
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4. Select the Certificates button. The Certificates dialog box opens:

Cerlificates r?lml

Intended purpase: <Al v

Personal | Sther People | Inbermediate Cortiication Authorities | Trusted Rloot Certificatior @ &

Rsgued To Isgued Br Expration Date: _ Fritndly Name
[Elrchele Bowman-Te. . COC Secure Dot st 41212004 <Hioe>

E% TLSTEdward TESTH... COC Saours Data Wst...  316/2005

< »

[Cmeot... | [(epor.. | [ nemove | Advanced...

Cartificata intanded purmoses

<Ay

5. If you have more than one certificate, look at the date in the Expiration Date
column and the name in the Issued By column. Select the certificate, which has
the appropriate date and issuer, and then click Export. The Certificate Export
Wizard dialog box opens.

6. Click Next.

7. Select the Yes, export the private key radio button and then click Next. Your
Certificate Explorer Wizard should look similar to the following:

Certificate Export Wizard &‘

Extpart File Format
Certificates can be exported in a varisty of fils Formats.

Select the Format vou want ko use:

(& Personal Information Exchange - PKCS #12 (.PFX)
[#linclude all certificates in the certification path if possile
[ClEnable strong protection {requires IE 5.0, NT 4.0 5P4 or above)

[CIDelete the private key if the export is successful

<Back [ mext> | [ cancel

8. Select the Include all certificates in the certification path if possible and
deselect (uncheck) the Enable strong protection and Delete the private key
if... check boxes, then click Next. The password dialog appears:

Certificate Export Wizard x|

Password
To maintain security, you must protect the private key by using a password

Type and confirm a password.

Password:

Confirm password:

<Back [ met> | [ cancel
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9. Create a password. We recommend you use your challenge phrase that you
used earlier. After you type your password in the Password and Confirm
Password fields, write down and safely store this password. Call this the
“private key” password. We recommend you put the piece of paper with the
“private key” on it in your wallet or create a MS Word file or Notepad file and type
your password in it and save it.

10. Click Next. The File to Export dialog opens.

Certificate Export Wizard

File to Export
Specify the name of the fils you want to export

File name:

Browse. ..

<Back J[_mext> | [ cancal

11. Click the Browse button and navigate to the 3 %2 Floppy (A:) drive. For
example, when you click the Browse button, the Save As dialog appears and
looks similar to the following:

Last Updated 6/18/2007

Save As @@
Savein (9 SN Cerlicale v
|5 My Recent Documents
e
My Riecent
Documen s
f%i
Desklon Lol
@ LocalDisk (D)
(2 DVD/CD-RW Diive (E)
) e k' (L)
= % s m-sdnB60 1)
by Docurerts | &3y
1) Raia_pe L website
2 [ sakep3
:g)g () SupeiSECRETSTUFF
My Comput 2 WP
2
MyMNetwolk  Save as type: Personal Information Exchange [* pfx) -

12. Select the 3 % Floppy (A) drive, insert your floppy diskette in the slot in your
computer, type sdncert in the File name field at the bottom of the Save As
dialog and then click Save. The Certificate Export Wizard appears and lists the

location of the cert as C:\SDN Certificate\sdncert.pfx.

13. Click Next, then click Finish. A Certificate Export message appears which

reads The export was successful.
14. Click OK. The Certificates dialog is still open. Click Close.

15. The Internet Options dialog is still open. Click OK.
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16. Remove the 3 % floppy diskette from your computer, label it SDN digital 1D
Certificate and then store it in a safe place. Keep your passwords and the

certificate separate.

To Make a Copy of your Digital ID Certificate Using Netscape

1. Ifitis not already, open your Netscape browser. Click Start > All Programs >
Netscape.

2. From your Netscape browser menu bar, go to the Edit menu and then select
Preferences.

& Netscape.com - Netscape

. Filz |Edit Wew Go Bookmarks Tool

)

[
Hl

Select All Chrl+A

Find in This Page... Ctrl+F
Find Again Chrl+G

L
Save Form Info
») Preferences...

3. The Preferences dialog appears. Under the Category heading, double-click the
Privacy & Security option, and then select Certificates. Your Preferences
dialog should look similar to the following:

Preferences El
Elizas | Certificates |
Helper Applicati... [4]
Smart Browsing - Client Certicate Selaction
I Decide how Netscape selscts a security certificate ko present o weh sites
~Tabbed Browsing | | | that require ane:
Downloads (O Select Automatically  (3) Ask Every Time
I Composer
D Maill & Newsgraups [~ Manage Certificates
B Instant Messenger Use the Certificate Manager ta manage your personal certificates, as wel as
b1cg those of other peaple and certificate autharities.
< Privacy & Security
Manage Certificates. ..
Cookies
~Images E

Popup Window .. [~ Manage Security Devices

Forms Use this button to manage your security devices, such as smart cards

Passwords Manage Security Devices. .,

~Master Passwa, .,
ssL

validation
P Advanced
Offline & Disk Space  [¥]

4. Click Manage Certificates. The Certificate Manager dialog appears and looks
similar to the following:
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B0 Certificate Manager

Your Certificates | Other People's | Web Sites | Authorities

You have certificates from thess organizations that identiFy you:

Certificats Hame Securt... | Yerl... | | Serial Number Expires On_| £

war... true

[ ¥iew | ((Backup ] [(Backop l | [ Import | [ Delete

5. Select your certificate and then click Backup. The File Name to Backup dialog
appears.

File Name to Backup @
Savein [ ) Netscape ~| of E-

) % My Recent Documents
Desklop
[ My Documents

&

My Fierert
Dincumeits
e SE = i
: s s BB (B ]
o Local Disk [T]
Desktap () Program Files
3 Netscape
< Local Disk (D)
=7 2 DYD/CD AW Diive [E:)

5% seut on 'd-od-at2yink’ [L1]
2 sdnteam on 'aops-irm-sdnB80° (Y2

:‘J,‘j & My Network Places
] () Raja_personal_websie
My Computer | (5 sqp3

(3 SuperSECRETSTUFF
o wP
by Mt [ =] 5
p Metwork File name: - ave
Places
Save as lype: |PKES12 Files | Cancel

6. Navigate to the 3 ¥ Floppy (A) drive: Click the down arrow on the right side of
the Save In: drop-down list and then select 3 %2 Floppy (A).

7. Insert a diskette (3 %2 floppy) into the drive on your computer.

8. Inthe File name field, type sdncert and then click Save. A prompt appears,
which asks you for the master password for the Software Security Device (which
you created in the procedure called “To Change Your Netscape Master
Password and Install Your Digital ID Certificate”). We recommended that you
use your challenge phrase. Type the master password and then click OK.

' Flease enter the master password For the Software Security Device.

9. The Choose a Certificate Backup Password dialog appears. Type the
certificate backup password in both fields and then write it down and keep it in a

safe place. We recommend that you make your backup password the same as
your challenge phrase.
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Choose a Certificate Backup Password @

The certificate backup passward you set here pratects the backup File that you are about ko create,
You must set this password ko proceed with the backup.

Certificate backup passward: l:l
Cetficate backup password (again): [ |

Impartant: IF wou Forget your certificate backup passward, you will not be able ko restare this backup
later. Please record it in & safe location.

Password quality meter

[ 0K ] I Cancel l [ Help

10. Click OK. You will receive the following message, which indicates you
successfully saved your certificate to a diskette. Click OK.

l’: Successfully backed up your security certificate(s) and private key(s),

11. Remove the diskette from your computer and store in a safe place. You are now
ready to use your CDC program and activities. Go to https://sdn.cdc.gov.
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Restoring and Moving your Digital ID Certificate

Digital ID certificates ensure that you and the CDC are communicating securely and
privately. If you lose your digital certificate or if you want to use your certificate on
another computer, use the following procedure to restore your certificate from the copy
you made in the previous procedure. The procedure is different for Netscape and
Internet Explorer. Use the procedure that corresponds to your browser.

To Restore your Digital ID Certificate using Internet Explorer

1. If you are restoring or moving your digital ID certificate to a computer other than
the computer, to which you originally downloaded it, make sure you have
administrative privileges on the second computer and that the second computer
meets the system requirements. See the “Getting Started” section in this guide
for details.

2. Open Internet Explorer. Click Start > All Programs > Internet Explorer.

3. Insert the 3 %2 Floppy diskette, which you made earlier, into the computer to
which you want to restore or move the certificate.

4. From Internet Explorer, click on the Tools menu and then select Internet
Options. The Internet Options dialog opens and looks similar to the following:

Internet Options @@

General | Security | Privacy | Content | Connections | Programs | Advanced
Home page
% ‘Y'ou can change which page to use for your home page.
Address: sbout: blank

[ Llse Current I [ Use Default I [ Use Blank

Temporary Intemet files
wy  Pages you view on the Internet are stored in a special folder
Y for quick wiewing later.

[Delete Cookies...] l Delete Files... ] l Settings...

History

The History folder contains links to pages you've visited, for
quick access to recently viewed pages.

Days ta keep pages in histany: 0 8 Clear Histor

[ Colors... ] [ Fonts... ] [ Languages... ] [Accessihil\ly.. ]

5. Select the Content tab and then click on the Certificates button. The
Certificates dialog opens and looks similar to the following:
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Certificates

Personal |0ther’ People | Intermediate Certification Authorities || Trusted Root Certificatior 4 *

Issued To Issued By

Expiratio...  Friendly Mame
[ElMichele Bowman-Te... CDC Secure Data Met... 4/zfz004 <Monex
[El7ESTEdWard TESTH... CDC Secure Data Met... 3/16/2005  <Mone>

Certificate intended purposes

Close

6. Click the Import button. The Certificate Wizard Import dialog appears. Click the
Next button. The File To Import panel appears and looks similar to the following:

Certificate Import Wizard &l

File to Import
Specify the file you want ko import,

File: name:

‘ [ Browse...

MNote: More than one certificate can be stored in a single file in the Following formats:
Personal Information Exchange- PKCS #12 (.PFx, .P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7E)
Microsoft Serialized Certificate Store (.55T)

[ < Back, ” Mext = ][ Cancel ]

7. Click the Browse button and then navigate to the 3 2 Floppy (A) drive. Insert the
3 ¥ floppy diskette, to which you copied your certificate, into your computer.

i Dpen E]@

Look in | ) 3¢ Flopmy 1) |

&

My Frecent
Documerts

3

My Dacuments

o

My Computer

“ File name: v [open ]

My Netwark, Files of type: 509 Centificate [* cer” crt]

509 Certicate [".cer:".cr]

Fersonal Information Exchange [* phe p12)
Cetiicate Trust List 1]

Ceitiicate Revocation List [ i)

Mictosolt Serializzd Centficate Store [ s51)
PKCS #7 Centficates ["spe:” p7b

v [ cancel |
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8. Click on the Files of type list box and select All Files (*.*) . Your certificate
should appear. We recommended you name it sdncert.

9. Select the certificate and then click the Open button. When the File to Import
panel appears, click Next. The Password panel appears in the Certificate Import
Wizard and looks similar to the following:

Certificate Import Wizard EI

Password
Ta maintain security, the private key was protected with 3 password.

Type the password For the private key.

Passwiord:
|********‘

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[[]Mark this key as exportable. This will allow you to back up ot transpart your
keys at a later time.

[ < Back ” Hext = I[ Cancel

10. Type the password (we recommended you use the same password as your
challenge phrase), leave the check boxes deselected (unchecked) and then click
Next. The Certificate Store panel appears and looks similar to the following:

Certificate Import Wizard EJ

Certificate Store
Certificats stores are system arsas where certfficates are kept.

Windows can automatically select a certificate store, or you can specify a location for
(@ automatically select the certificate store based on the type of certificate

(O Place all certificates in the Following store

< Back H Hext > }[ Cancel

11. Select the Automatically select the certificate... radio button and then click
Next. The Completing the Certificate Import Wizard appeatrs.

12. Click Finish. You will receive a message that reads, “The import was
successful.” Click OK, close the Certificates dialog, and then click OK to close
the Internet Options dialog.

To Restore your Digital ID Certificate using Netscape

1. If you are restoring or moving your digital ID certificate to a computer other than
the computer, to which you originally downloaded it, make sure you have
administrative privileges on the second computer and that the second computer
meets the system requirements. See the “Getting Started” section in this guide
for details.
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2. Open Netscape. Click Start > All Programs > Netscape.

3. Insert the 3 ¥ Floppy diskette, which you made earlier, into the computer to
which you want to restore or move the certificate.

4. From Netscape, click on the Edit menu and then select Preferences. The
Preferences dialog opens.

5. Double-click the Privacy and Security option and then click Certificates. The
Certificates panel looks similar to the following:

Preferences El
Category | Certificates |
Helper Appiicati... [4]
Smart Browsing - Client Certificate Selection

pcmetoestch Decide how Netscaps selscts a security certificate to present b web sites

Tabbed Browsing that require one:

Downloads O Select Automatically (@) AskEvery Time
b Composer
[ Mail & Newsgroups  Manage Certificates

Instant Messenger
b o Use the Certificate Manager to manags your personal certificates, as well as

— S b [ e i
= Privacy & Security i
Conkies
-Images 2
~PopUp Window ...  Manage Security Devices

Farms Use this buttan to manage yaur security devices, such as smart cards,
~Passwords Manage Security Devices. .,
~Master Passwo. .

siL

~Aalidation
[» Advanced
Offling & Disk Space | ™)

6. Click Manage Certificates. The Certificates dialog box opens and looks similar
to the following:

®) Certificate Manager

Your Certificates | Other People's | Web Sites | Authoritiss

Vo have cartficates from these organizations that identify you:
Certificate Name Securt,.. | Weri.., | | Serial Humber Expires On_| 2

=C0OC
MIZ J4%50Ntest  Softwar... true o ODME394C 8 28:CF 6., 2/24/2005

[ ] | [(Backupall | [(zmpert ] |

7. Click Import. The File Name to Restore dialog appears. In the Files of Type list
box, select All Files.
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10.

11.

12.

File Name to Restore @
Lookin: | g 3 Floppy (&) - cf B~
LY A sdncert.p12

My Recent
Documerts

(ﬂ%
Deskiap
My Documents

58
My Computer
.
My Metwork — File name: [ | Open

Places
Files of type: [aFies - Cancel ‘

PKLCS12 Files

Select the certificate, which we recommended you name sdncert, and then click
Open. The Prompt appears.

Type your master password and then click OK. We recommended that you use
the same password as your challenge phrase.

The Password Entry Dialog appears. We recommended that you use the same
password as your challenge phrase. Type the password and then click OK. You
will receive the following alert message indicating your certificate was
successfully moved or restored:

[‘j Successfully restored your security certificateds) and private kew(s),
1

Click OK to close the Alert message and then close any other open dialog
boxes.

Remove the diskette from your computer and keep it in a safe place.

Last Updated 6/18/2007 29



Using your Passwords in PHINMS

The passwords, challenge phrases and other security details are hard to keep up with
and pose another challenge when you use PHINMS because the terms used are
different from the ones in the digital certificate enrollment process. This section of the
enrollment guide gives you a direct comparison of the two systems so that you can have

Route Map Item gj

Route Map
Route Name;

Challenge
Phrase

To Party Id:

|
\
Path: ‘
Haost: ‘

Port; | You created

this
password
when you
| exported
| your

| certificate.
|

|

|

M LN LU

Protocol: ‘HTTP

AuthenticationType: ‘ netegrity /

Il

Login Page:

Passiord:

Re-Enter Password:

Key Stare Password:

|
|
|
Key Store: |
|
|

Re-Enter Password:

Lot | cenentll

a smooth transition when you configure the PHINMS system. Print this guide and keep it
with you as you configure PHINMS.

When you configure PHINMS, you will use the Route Map Item dialog in the Sender
Configuration.

If you selected the “netegrity” Authentication Type, use certphrase/login.fcc. If you
select the Client cert type, you will not use the Login Page field.

The Password field in PHINMS is the challenge phrase you created during the SDN
enrollment process. It is the one WITHOUT the special characters.

The Key Store is the location and the name of the certificate you stored on your
machine when you exported the certificate from your browser.

The Key Store Password is the password you created when you exported the
certificate. For more details, see the online help at www.cdc.gov/phin/phinms, click on
the PHINMS Support link and then click on the online help. It provides step-by-step
instructions for configuring the software and for using the software after you install it.

Last Updated 6/18/2007 30


http://www.cdc.gov/phin/phinms

	Table of Contents 
	Introduction 
	 Getting Started 
	System Requirements 
	Administrative Rights 
	For Windows XP/ 2000/ NT 
	For Windows 98 
	To Access the Secure Data Network and Accept Subscriber Agreement 
	  To Apply for a CDC Digital ID Certificate  
	To Create and Safely Store Your Challenge Phrase  
	To Enter Your Challenge Phrase     
	Check your E-mail     


	 Downloading and Installing Your Digital ID Certificate 
	 
	To Download and Install Your Digital ID Certificate Using Internet Explorer    

	 
	 To Download Your Digital ID Certificate Using Netscape Navigator    
	 To Change Your Netscape Master Password and Install Your Digital ID Certificate Using Netscape     
	 To Test Your Digital ID Certificate  


	 Making a Copy of Your Digital ID Certificate 
	 
	To Make a Copy of Your Digital ID Certificate Using Internet Explorer  
	To Make a Copy of your Digital ID Certificate Using Netscape  


	 Restoring and Moving your Digital ID Certificate 
	To Restore your Digital ID Certificate using Internet Explorer 
	To Restore your Digital ID Certificate using Netscape 


	 Using your Passwords in PHINMS 


